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With the advancement in technology, the majority of an
organisation’s work activities are being performed online instead

of being paper based. The objective of our course is to ensure MISIREE S SIS S
that employees in the organisation are educated and trained to

support organisational efforts in identifying cybersecurity threats, $2 34
developing materials for cybersecurity education and SME OR Singaporean age
implementation of cybersecurity awareness programmes. 40 and %t;zvg S(%ubject to

70% Course Fee Fun

Who is this course for

This training is relevant to employees in operational and $3 54
supervisory positions that need to be aware of and deal with Non-SME OR Singaporean
security and cybersecurity issues in their job roles. age 21 to 39 OR Singapore
PR
(Subjectto 9% GST)
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Course Objectives
By the end of this course, learners will be able to:

* Provide advisory to employees on identified areas of Subsidies Available
improvement relating to cyber security risks and practices in ndtvidual
the organisation. SkillsFuture Credit
» Develop effective security education materials to maximise A

security awareness programmes in the organisation.
* Apply effective approaches and methods to implement and
review effectiveness of approved security awareness

rogrammes.
prog Visit Our
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Course Content

Learning Unit 1: How Cybersafe Are We?
Everyone Has A Role To Play In Ensuring That Their Organisations Are Safe
From Cybersecurity Threats. This Units Covers Basic Concepts Related To
Cyber Risks, Threats And They Will Learn To Align Themselves With Their
Organisations’ Approach To Maintain Cybersecurity.

FULL FEE
Topics
* Information And Cybersecurity $6 OO
* Organisational Approach To Cybersecurity (Subject to 9% GST)
»  Types Of Cybersecurity Threats
* Phishing
* Malware NETT FEE AFTER FUNDING
* Identify Theft
* Online Scams
» Computer Hacking $2 34
* Methods To Identify Cyber Risks SME OR Singaporean age
] ) 40 and above (Subject to
Learning Unit 2: Secure Your Cybergates! 9% GST)
This Unit Will Expose Learners To Different Types Of Security Awareness 70% rse Eee Fun

Programmes, Skills To Develop Security Education Materials And Methods Of
Reviewing The Effectiveness Of The Materials Developed.

$354

Topics
* Security Awareness Programmes Non-SME OR Singaporean
+ Developing Communication Plan age 21 to 39 OR Singapore
» Development Of Security Education Materials PR
* Review Effectiveness Of Security Education Materials (Subjectto 9% GST)
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Learning Unit 3: Stay On Guard!
This Unit Will Teach Learners How To Plan, Organise And Monitor Effectiveness

Of Security Awareness Programmes And Activities For Their Organisations.
Subsidies Available

. Individual
Topics
* Reporting & Responding To Cyber Risks SkillsEuture Credit
» Policy And Procedures UTAP

» Execution Of Security Awareness Activities

» Identifying Objectives And Purpose Of Security Awareness Activities

* Assessment Of Staff Awareness Through Quizzes, Workplace Security
Review, Dumpster Diving And Phishing Attack Simulation

* Implementation Of Security Awareness Projects

» Effectiveness Of Security Awareness Programmes Visit Our
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