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Course Duration

8 Hours
Course Reference No.

TGS-2024048117
Mode of Training

Classroom
Funding Validity

Till 30 Jul 2027

D
IG

IT
A

L
 &

 IT

This course equips individuals with the fundamental knowledge and skills to
navigate the digital world safely. 

Participants will gain a comprehensive understanding of common cyber threats,
vulnerable areas, and best practices to safeguard their personal and professional
information. 

Description

This course is ideal for anyone who uses technology in their daily lives, including
home computer users, students, professionals and business owners. 

Who is this Course For?

By the end of this course, learners will be able to:

Identify the potential cyber security harms and their impacts on
organizations in Singapore and worldwide.

Apply best practices to mitigate potential cybersecurity risks and threats.

Apply best practices to protect password, device, and data against cyber
security threats.

Apply Do’s and Don’ts when working onsite and offsite to prevent cyber
security threats.

Report Cyber Incidents to appropriate parties according to organization’s
procedure

Course Objectives
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Learning Unit 1:
Introduction to the
Cybersecurity Landscape

Overview of the cybersecurity
landscape in Singapore and the
world
Discussion on recent
cybersecurity incidents, trends,
and their impact on
organizations

Learning Unit 2: Social
Engineering and Phishing 

Overview of social engineering
and phishing attacks
How to Spot Phishing
Best Practices for Phishing
Prevention

Learning Unit 3: Password
Security

Introduction to password
security
Learning activities: Creating
strong pass phrases

Learning Unit 4: Device
Security

Corporate and personal devices
Tips to protect personal devices 

Learning Unit 5: Data
Security

Overview of business-critical
data
Tips to protect data

Learning Unit 6: Work
Onsite and Offsite 

Working onsite vs
telecommuting (offsite)
Do’s and Don’ts of working
securely onsite and offsite

Learning Unit 7: Cyber
Incidents Reporting

Overview of the importance of
cyber incident reporting
Spot and Report Cyber Incidents 

Visit our Website


